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Introduction
ACME

I Protocol
I Validate domain (DV certificates)
I Challenge/Response
I Used and developed by Let’s Encrypt
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Introduction
ACME

Figure: simplified ACME protocol
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Introduction
Definitions

I ACME-Server: The validation server (e.g. served by let’s
encrypt)

I ACME-Client: The webserver from which the ACME Server get’s
the tokens

I Conductor: The server in the background which acts as a
conductor

I ServerX, ServerY: Servers which needs the private key and
certificate at the end
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Introduction
Facts

I One acme-conductor instance can be used for many servers
I Written in Python
I Supports multiple ACME-Clients
I Support for split DNS
I Easy extendable
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Workflow
Preusage

Figure: Workflow before client can be used
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Workflow
Conductor

Figure: Workflow conductor
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Configuration
Global values

account_key : ’ / var / l i b / acme−conductor / account . key ’
l o g l e v e l : ’ INFO ’
s s l _ d i r : ’ / var / l i b / acme−conductor / ss l ’
keys ize : 4096
f i le_mode : ’0600 ’
exp i re : 14

#acme_server : ’ h t t ps : / / acme−s tag ing . ap i . l e t s e n c r y p t . org ’
acme_server : ’ h t t ps : / / acme−v01 . ap i . l e t s e n c r y p t . org ’

l o c a l i t y :
count ry : ’CH’
s ta t e : ’ Bern ’
c i t y : ’ Bern ’
o rgan i za t i on : ’ Example ’
o rg a n i z a t i o n Un i t : ’ Webservers ’
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Configuration
Connectors

ssh :
key : ’ / var / l i b / acme−conductor / ssh / id_rsa ’
known_hosts : ’ / var / l i b / acme−conductor / ssh / known_hosts ’
t imeout : 20
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Configuration
Certificates

c e r t i f i c a t e s :
− name : ’www. example . com ’

a l t :
− ’ example . com ’

acme_cl ient : ’acme . example . com ’
− name : ’ f t p . example . com ’

acme_cl ient : ’acme . example . com ’
− name : ’ mai l . example . com ’

a l t :
− ’ imap . example . com ’
− ’ smtp . example . com ’

acme_cl ient : ’acme . example . com ’
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Configuration
Servers

servers :
− name : ’acme . example . com ’

connect ion : ’ l oca l ’
acme_dir : ’ / var /www/ acme ’

− name : ’www. example . com ’
ce r t s :
− ’www. example . com ’
− ’ f t p . example . com ’
− ’ mai l . example . com ’

connect ion : ’ ssh ’
remote_di r : ’ / e tc / s s l / l oca l ’
command : ’ se rv i ce apache2 r e s t a r t ’
username : ’acme ’
password : ’123password ’
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Demonstration

I ACME Server: Let’s Encrypt staging server
I ACME Client: A public webserver
I Conductor: local
I ServerX: The same server as the webserver
I ServerY: local
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Future Work

I Support more protocols (implement more connectors)
I Support certificates without the key
I Limit server and certificates by command line options
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